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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, 1SO
and [EC have established a joint technical committee, ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of
ISO documents should be noted.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and serve without compensation. While the IEEE
administers the process and establishes rules to promote fairness in the consensus development process, the
IEEE does not independently evaluate, test, or verify the accuracy of any of the information contained in its
standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details of any
patent rights identified during the development of the document will be in the Introduction and/or on the ISO
list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following URL: www.iso.org/
iso/foreword.html.

ISO/IEC/IEEE 8802-21 was prepared by the LAN/MAN of the IEEE Computer Society (as
IEEE Std 802.21-2017) and drafted in accordance with its editorial rules. It was adopted under the “fast-
track procedure” defined in the Partner Standards Development Organization cooperation
agreement between ISO and IEEE, by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems.

A list of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.

© IEEE 2017 - All rights reserved
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Abstract: An extensible IEEE 802® media access independent services framework (i.e., function
and protocol) is defined that enables the optimization of services including handover and other
services when performed between heterogeneous IEEE 802 networks. These services are
facilitated by this standard when networking between IEEE 802 networks and cellular networks.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These
notices and disclaimers, or a reference to this page, appear in all standards and may be found under the
heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be
obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved
and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given
IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an [EEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission
to photocopy portions of any individual standard for educational classroom use can also be obtained
through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten
years old and has not undergone a revision process, it is reasonable to conclude that its contents, although
still of some value, do not wholly reflect the present state of the art. Users are cautioned to check to
determine that they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE Xplore at
http://ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the
IEEE-SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.iece.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 802.21-2017, IEEE Standard for Local and metropolitan area networks—Part 21:
Media Independent Services Framework.

This standard defines an extensible IEEE 802® media access independent services framework (i.e.,
function and protocol) that enables the optimization of services including handover service when performed
between heterogeneous IEEE 802 networks. It also facilitates these services when networking between
IEEE 802 networks and cellular networks.
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IEEE Standard for
Local and metropolitan area networks—

Part 21: Media Independent Services
Framework

1. Overview

1.1 Scope

This standard defines an extensible IEEE 802® media access independent services framework (i.e.,
function and protocol) that enables the optimization of services including handover service when performed
between heterogeneous IEEE 802 networks. It also facilitates these services when networking between
IEEE 802 networks and cellular networks.

1.2 Purpose

The purpose of this standard is to improve the user experience of mobile devices by describing a
framework and knobs that several services can utilize in a media independent manner, including the
handover service between heterogeneous IEEE 802 networks. This framework is also applicable for
interworking between IEEE 802 networks and cellular networks.

1.3 General

This standard provides link-layer intelligence and other related network information to upper layers of a
mobile device or a network element to support several use cases, such as handovers between heterogeneous
networks, radio resource management, home energy management, software-defined radio access networks,
and device-to-device (D2D) communication as described in IEEE Std 802.21.1™-2017. In this standard,
unless otherwise noted, media refers to the method/mode of accessing a telecommunication system (e.g.,
cable, radio, satellite), as opposed to sensory aspects of communication (e.g., audio, video).

The following items are not within the scope of this standard:

— Enhancements specific to particular link-layer technologies that are required to support this
standard (they should be carried out by those respective link-layer technology standards)

— Maedia-specific protection mechanisms

— Higher layer (layer 3 and above) enhancements that are required to support this standard
The purpose of this standard is to provide a framework with several knobs so that they can be utilized to

enhance the experience of mobile users while they are performing functions, such as handovers between
heterogeneous networks when mobile, managing link-layer radio resources with or without presence of
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software-defined networking, and obtaining group keys for home energy-management systems via
multicast group management.

This standard supports another important aspect of optimized performance enhancement through link
adaptation. For example, a user chooses an application that requires a higher data rate than available on the
current link, necessitating a link adaptation to provide the higher rate, or necessitating an action if the
higher rate is unavailable on the current link. In all such cases, service continuity and/or user experience
should be maintained to the extent possible during this action. As an example, when making a network
transition during a phone call, the handover procedures should be executed in such a way that any
perceptible interruption to the conversation should be minimized.

This standard supports cooperative use of information available at the mobile node and within the network
infrastructure. The mobile node is well-placed to detect available network resources based on the use cases
that they are performing. The network infrastructure is well-suited to store the necessary information that is
required to provide either a better user experience or managing the mobile devices better. The information
could be related to handover and radio-resource management, such as neighborhood cell lists, location of
mobile nodes, available link-layer radio resources and higher layer service availability, home energy-
management system such as multicast group information with their keys, and certificates.

The overall network includes a mixture of cells of drastically different sizes, such as those from IEEE Std
802.15™, IEEE Std 802.11™, IEEE Std 802.16™, 3GPP™!, and 3GPP2, with overlapping coverage. The
specific use case is initiated either by the mobile node or by a network node. They could be specific
measurement reports, triggers supplied by the link layers, unavailability of a key or a certificate.
Specifically the standard consists of the following elements:

a) A framework that enables the optimization of handover and other services supporting several use
cases described in IEEE Std 802.21.1-2017. The framework relies on the presence of a higher layer
applications such as mobility-management protocol stack within the network elements that supports
the handover, and a group manager function that manages groups of mobile nodes and distributes
the keys and certificates. The framework presents media independent service (MIS) reference
models for different link-layer technologies so that all actions from the higher layer can be
performed with minimum or no modifications of link-layer technologies.

b) A set of media independent functions within the protocol stacks of the network elements and a new
entity created therein called the MIS function (MISF).

¢) A media independent service access point (called the MIS SAP) and associated primitives are
defined to provide MIS users with access to the services of the MISF. The MISF provides the
following services:

1)  The media independent event service that detects changes in link-layer properties and initiates
appropriate events (triggers) from both local and remote interfaces.

2) The media independent command service provides a set of commands for the MIS users to
control link properties that are relevant to handover and other services.

3) The media independent information service provides the information about different networks
and their services, thus enabling more effective handover and other management decisions to
be made across heterogeneous networks.

d) Media independent protocol messages and their protection mechanisms using both unicast and
multicast modes of transmission.

e) The definition of new link-layer service access points (SAPs) and associated primitives for each
link-layer technology as applicable to handover and other use cases described in IEEE Std
802.21.1-2017. The new primitives help the MISF collect link information and control link
behavior during handovers.

! 3GPP is a trademark of The European Telecommunications Standards Institute (ETSI).
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Figure 1 shows the placement of the MISF within the protocol stack of a multiple interfaced mobile node
(MN) or network entity. The MISF provides services to the MIS users through a single media independent
interface (the MIS service access point) and obtains services from the lower layers through a variety of
media dependent interfaces (media-specific SAPs).

Command service MIS users

g

Event service

Layer 3 or higher layer protocol

MIS function

Information service

Event service,

Command service,
Information service LLC_SAP

Command service

MIS_SAP

LLC_SAP

Network 2
(e.g., 802.11)

LINK SAP

Network 1
(e.g., 802.16)

Event service

|

Information service

MIS_LINK SAP

|

—<MIS_

Figure 1—MIS services and their initiations

1.4 Assumptions
The following assumptions have been made in the development of this standard:

a) The MN is capable of supporting multiple link-layer technologies, such as wireless, wired, or
mixed.

b) The MISF is a logical entity, whose definition is independent of its deployment location on the MN
or in the network.

c) The MISF, regardless of whether it is located on the MN or in the network, receives and transmits
information about the configuration and condition of access networks around the MN. This
information originates at different layers of the protocol stack within the MN or at various network
elements.

1)  When the information originates at a remote network element, the MISF on the local network
element obtains it through MIS message exchanges with a peer MISF instance that resides in
the remote network element.

2)  When the information originates at lower layers of the protocol stack within an MN or
network entity, the MISF on that entity obtains it locally through the service primitives of the
SAPs that define the interface of the MISF with the lower layers.

1.5 Media independence

The intent of this standard is to provide generic link-layer intelligence and other network resources
information independent of the specifics of mobile nodes or radio networks.
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The defined SAPs and primitives in this standard provide generic link-layer intelligence. Depending upon
the specific use cases, individual media-specific technologies may need to be enhanced to support the
media-specific SAPs and primitives and to satisfy the generic abstractions of this standard.
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